https://drive.google.com/folderview?id=0Bz3L4ZnVIUY8QOVIbmJCV3JzR28&usp=sharing

1. Development.wse.local is a critical asset for the Wayne and Stark Enterprises, where the
company stores new top secret designs on weapons. Jon Smith has access to the website and
we believe it may have been compromised, according to the IDS alert we received earlier today.
First determine the Public IP Address of the webserver?

Answer: 74.204.41.73
How to solve: First | opened the provided GrrCON.pcapng file in Network miner

v1.5 after converting it with Wireshark to the .pcap format.

; 216.0.108 20441 73] [developmen cal] [Other)
----- IP:172.16.0.108

----- w bAC: D0505696397C [Vidware, Inc.]

----- Hostname: 74.204.41.73, development. wse local

[ 05: Other

----- TTL: B4 [distance: 0

- Open TCP Paortz: 22 [Ssh) 80 [Hitp) 4444

[#-E Sent: 1158 packets (97,897 Bytes), 0.00 % cleartext [0 of O Bytes]

4@ Received: 1459 packets (207,891 Bytes), 0.00 & cleartext (0 of O Bytes)

M- 7 Incoming sessions: 38

- ¢7 Outgoing sessions: 1

= Host Details

E [ueried IP &ddresses 1 172.16.0.1

Quered DNS names : 1.0.16.172 in-addr. arpa

Wieb Server Banner 1: TCP 80 : Apache/2. 2.14 [Ubuntu]

S5H Application : OpenS5SH_5B.3p1 Debian-3ubuntu?

S5H Wersion : 2.0

2. Alright now we need you to determine a starting point for the time line that will be useful in
mapping out the incident. Please determine the arrival time of frame 1 in “GrrCON.pcapng”
evidence file. Example Answer Format: 00:00:00.00000000 Do not include the date

Answer: 18:51:07.894237000

How to solve: Open the GrrCON.pcapng with Wireshark and open up the first packet (Frame 1) and
expand out the first column the 3™ value down is the Arrival Time

E Frame 1: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface 0
Interface id: O
Encapsulation type: Ethernet (1)
Arrival Time: Sep 10, 2013 18:51:07.894237000 Eastern Daylight Time
[Time shift for this packet: 0.000000000 seconds]
Epoch Time: 1378853467, 894237000 seconds
[Time delta from previous captured frame: 0.000000000 seconds]

[Time delta from previous displayed frame: 0.000000000 seconds]
[Time since reference or first frame: 0.000000000 seconds]

ff ff ff ff ff ff 00 90 7T 80 9e b9 08 06 00 01
08 00 06 04 00 01 00 90 7f BO 9e b9 ac 10 00 01
00 00 00 00 00 00 ac 10 00 6c 00 00 00 00 00 00
00 00 00 00 0O 00 0O 00O 00 00 00 00

3. What version number of PHP is the development.wse.local server running? Example 5.5



Answer: 5.3.2

How to solve: With Wireshark open | would recommend finding a potential GET request and
following the TCP Stream. In the response from the webserver you should see a “X-Powered-By:”
value that is followed by the full PHP version.

~Stream Content

POST /wp-login.php HTTR/1.1

Accept: image/jpeg, application/x-ms-application, image/gif, application/xaml+xml,
image/pipeq, application/x-ms-xbap, &

referer: http://development.wse. local /wp-login. php

AcCCept-Language: en-uUs

User-agent: Mozilla/4.0 (compatible; MSIE 8.0; windows NT 6.1; Trident/4.0;

SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0)
content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Host: development.wse.local

Content-Length: &7

Connection: Keep-Alive

Cache-Control: no-cache

Tog=3smith&pwd=wM81Z2uguisubmit=Logi ¥ 2¥EE&r edirect_to=wp-admin¥%2FHTTP,/1.1 302 Found
Date: Tue, 10 sep 2013 22:56:30 GMT
server: Apache/2.2.14 (Ubuntu)

puntud. 20
Expires: wed, 11 Jan 1984 05:00:00 GMT
Last-Modified: Tue, 10 Sep 2013 22:56:30 GMT
cache-Control: no-cache, must-revalidate
Pragma: no-cache
set-Cookie: wordpressuser_a5577c39a5e03f6773efead725288325=1smith; expires=wed, 10-
Sep-2014 22:56:30 GMT; path=/wp/blog/
set-Cookie:
wordpresspass_a5577c39a5e03f6773efead725288325=d1a7 5ce7d9745ad470720f0bd68ean2d;
expires=wed, 10-Sep-2014 22:56:30 GMT,; gath=/wpfb1og/
set-Cookie: wordpressuser_a5577c39a5e03f6773efead725288325=1smith; expires=wed, 10-
Sep-2014 22:56:30 aMT; path=/
set-Cookie:
wordpresspass_a5577c39a5e03f6773efead725288325=dla75ce7d9745ad470720T0bd68eal2d;

|Entire conversation (16235 bytes)

. End | SaveAs | Print | (O Ascl () EBCDIC () Hex Dump ) C Arrays ® Raw

Filter Qut This Stream | ‘ Close

4. What version number of Apache is the development.wse.local web server using? (Do not
include minor release information, Example 2.4

Answer: 2.2.14



Stream Content

POST /wp-login.php HTTR/1.1

Accept: image/jpeg, application/x-ms-application, image/gif, application/xaml+xml,
image/pipeq, application/x-ms-xbap, =#/*

referer: http://development.wse. local /wp-login. php

AcCCept-Language: en-uUs

User-agent: Mozilla/4.0 (compatible; MSIE 8.0; windows NT 6.1; Trident/4.0;

SLCC2; .NET CLR 2.0.50727; .NET CLR 3.5.30729; .NET CLR 3.0.30729; Media Center PC 6.0)
content-Type: application/x-www-form-urlencoded

Accept-Encoding: gzip, deflate

Host: development.wse.local

Content-Length: &7

Connection: Keep-Alive

Cache-Control: no-cache

Tog=3smith&pwd=wM81Z2uguisubmit=Logi ¥ 2¥EE&r edirect_to=wp-admin¥%2FHTTP,/1.1 302 Found
Date: Tue, 10 sep 2013 22:56:30 GMT

X-Powered-By: PHP/5.3.2-1ubuntud. 20

Expires: Wed, 11 Jan 1984 05:00:00 GMT

Last-Modified: Tue, 10 Sep 2013 22:56:30 GMT

cache-Control: no-cache, must-revalidate

Pragma: no-cache

set-Cookie: wordpressuser_a5577c39a5e03f6773efead725288325=1smith; expires=wed, 10-
Sep-2014 22:56:30 GMT; path=/wp/blog/

set-Cookie:

wordpresspass_a5577c39a5e03f6773efead725288325=d1a7 5ce7d9745ad470720f0bd68ean2d;
expires=wed, 10-Sep-2014 22:56:30 GMT; path=/wp/blog/

set-Cookie: wordpressuser_a5577c39a5e03f6773efead725288325=1smith; expires=wed, 10-
Sep-2014 22:56:30 eMT; path=/

set-Cookie:
wordpresspass_a5577c39a5e03f6773efead725288325=dla75ce7d9745ad470720T0bd68eal2d;

Entire conversation (16235 bytes)

Find Save As Print | () AsCll () EBCDIC ) Hex Dump ) C Arrays @ Raw

Help Filter Qut This Stream Close

5. What is the FQDN of the computer with the IP address 172.16.0.109?
Answer: JSMITH-PC.wse.local

How to solve: | just used rip.exe —r system —p compname to output the compute name, since we
know the domain name is wse.local that gives us the answer. The System hive file was provided in
the evidence files within the rar file provided.

B Administrator: Command Prompt

C:\GrrCONNjsmith>rip.exe -r system -p compname

Launching compname v.Z0@9a727

compname v. 9727

(System) Gets ComputerName and Hostname wvalues from System hive

ComputerName = JSMITH-PC

TCP-IP Hostname JSMITH-PC

6. To verify the evidence files provide please provide the MD5 Checksum on the jsmith-disk-9-
10.E01?

Answer: 62a3cd738c185a9ed987fe04d308f216



How to solve: In the provided files for JSMITH’s computer they provided the jsmith-disk-9-10.E01.txt
log file from the creation of the .EO1 disk file which provides the MD5hash value of
62a3cd738c185a9ed987fe04d308f216. Now just open the jsmith-disk-9-10.E01 image file with FTK
imager lite and run a verify disk to ensure you have the proper evidence files provided.

7. What is the common name of the malware reported by the IDS alert provided?

Answer: Zeus

1 grconwirtual- 172160109 74125225112 ET TROJAN Zeus Bot GET to Google checking Internet conn ectivity 0911112013

IP Header Information Perform Mass Classification  Packet Capture Options ~ Event Export Options ~ Permalink

Source Off TTL Proto Csum

Signature Information

Generator ID Sig. ID Sig. Revision Activity (247/713) Sig Info

2013076 trojan-activity Query Signature Database | | View Rule

TCP Header Information

Src Port Dst Port Seq Ack Csum

49483 80 320461524 2288639208 16450 58707
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Notes

This event currently has zero notes - 2 note b king the button below.

Add A Note To This Event

How to solve: Open the provided picture of the IDS alert that started it all. It’s clearly a Zeus bot
running a connectivity test with Google. Later we will verify the conclusion in memory on a different
question.

8. Please identify the Gateway IP address of the LAN because the infrastructure team reported a
potential problem with the IDS server that could have corrupted the PCAP?

Answer: 172.16.0.1

Well this is obvious just by looking at the PCAP but to confirm open the registry hive files provided in
a tool like registry decoder and browse the SYSTEM hive file to
ControlSet002\Services\Tcpip\Parameters\Interfaces\{A328EA05-0D02-453E-B2E6-42BA7D9FF419}
and the 4™ value is the Default Gateway of 172.16.0.1



x| Registry Decoder - Digital Forensics Solutions 0 = =
W Search Plugins Path Analysis Timeline Search Results - 172.16.0.1 1 Search Results - 172.15.0.1 Search Results - 172.16.0.1 1 Search Results - 172.15.0.1 Browse EFD'NsEE] 4
C:/GrCON/GrrCON2013_DFIR jsmithy/system [2] 1 2 [ 3 \ E]
- ;;;;“m' |1 | DhepiatemayHardwareCount REG DWORD 1
- SCPolicySve
e |2 [Enablepricp REG_DWORD
- SDRSVC
aentp |3 |pomain REG_SZ
#1- SMSucHost 3.0.0.0
SNMPTAAR |4 | efauttGatenay REG_MULTLSZ 172.16.0.1
- zs?&sm |5 [Memeserver REG_SZ 172.16.03
o SRy 6 | DefautiGatewayMetric REG_MULTI_SZ 0
amss 1° ]
: z‘hEd“'E 7 |IpAddress REG_MULTI_SZ 172.16.0.108
ens L
i z::js"‘ 8 |SubnetMask REG_MULTI_SZ 255.255.255.0
#- ServiceModelEndpaint 3.0.0.0 o |
- ServiceModelOperation 3.0.0.0 2 m REG_DWORD 1378820710
2
#1- ServiceModelService 30.0.0 o REGOWORD 1372831510
#l- SessionEnv 1]
- SharedAccess i
St |11 | PhepGtewoyHardware REG_BINARY  FA-
: g:gis::j 1 LeaseObtainedTime REG_ DWORD 1372806310
: zmh 13 | UseZeroBroadeast REG_DWORD
pooler 1]
: zﬁfﬁ“ 1 RegistrationEnabled REG_DWORD 1
- StorSuc 15 | Lease REG_DWORD 28800
#- SysMain 1]
= TBS
TCPIPETUNNEL |16 | AddressType REG_DWORD
%E"EEUNNEL |17 |Registeradapteriame REG_DWORD
- THREADORDER 18 |1 easeTerminatesTime RFG DWORD 1378835110 ﬂ
% T5DDD
I TabletinputService 0 31 37 32 2 31 36 2 30 2 3 1721601
+l TapiSry
= Tepip
Linkage
= Parameters
#- Adapters
¥ DNSRegisteredAdapters
2 Interfaces
{A328EAQ5-0D02- 453 -B2E6-42BATDOFFA19)
{€20ac6c2-7037-11de-B16cl-B06e6f5e6963)
PercistentRoutes j
[124}\ControlSet002\Ser vices \Tepip \Parame ters\Interfaces\{A328E ADS-0D02-45 3E-B2E6 4284 TDIFF 418} — 2013/09/10 05:54:32

9. According to the IDS alert, the Zeus bot attempted to ping an external website to verify
connectivity. What was the IP address of the website pinged?

Answer: 74.125.225.112 — Google server pinged

How to solve: Just open the IDS alert picture provided and look at the Destination address provided
(For reference look at the picture for question #7)

10. It’s critical to the infrastructure team to identify the Zeus Bot CNC server IP address so they can
block communication in the firewall as soon as possible. Please provide the IP address?

Answer: 88.198.6.20

How to solve: Zeus is known for injecting processes and opening connections to the CNC server with
those injected processes. You can use the malfind plugin in volatility to identify the injected
processes then run netscan with the |grep taskhost . Taskhost is one of the injected processes.
Below is the output of those results.

root@bt: # python vol.py -T jsmith9-10.mem --profile=Win7S5P0x86 netscan |grep taskhost

Volatile Systems Volatility Framework 2.3_beta

PxleaaB8aB8 TCPv4 0.0.0.0:30639 0.0.0.0:0 LISTENING 9296 taskhost.exe
Bxleaa8a88 TCPv6 1::30639 ) LISTENING 996 taskhost.exe
Px1ed29580 TCPv4 0.0.0.0:30639 0.0.0.0:0 LISTENING 996 taskhost.exe

Px1le735cd8 TCPv4 172.16.0.109:49497 88.198.6.20:80 CLOSE WAIT taskhost.

11. What was the process name that Zeus first started after it infected Jon Smiths computer?

Answer: eghay.exe



How to solve: Using volatility you can import the plugin Zeusscan2 and run it against the memory
image. Which the executable is the initial process that infected the machine.

root@bt: # python vol.py --plugins=contrib/plugins/malware/ -f jsmith9-10.mem --profile=Win7SP0x86 zeusscan2
Volatile Systems Volatility Framework 2.3 beta

ook kokkkokokok Rk ok kokokok kkok ok Rk Rk kok kokokok ok kok ok ok ok kokok kok kokok ok

Process : taskhost.exe

Pid 1 996

Address 1 1572864

URL @ : http://88.198.6.20/cf.bin

Identifier : JSMITH-PC 74DEB1E3432FA5CA

Mutant key : 763595725

XOR key : 3153831136

Registry : HKEY CURRENT USER\SOFTWARE\Microsoft\Toavk
Value 1 : Cesi

Value 2 : Awmugaleq

Value 3 : Misevoteo

Executable : Biga\eghay.exe

Data file : Lepiyr\ilwie.ovz

12. For the creation of a proper timeline please identify the CreateTime of the process Zeus started?
Answer: 2013-09-10 22:53:07

How to solve: Using volatility you can use the psscan plugin to identify when processes started and
ended. | used the | grep eghay to narrow the results.

root@bt: # python vol.py -f jsmith9-10.mem --profile=Win7SP0x86 psscan |grep eghay
Volatile Systems Volatility Framework 2.3 beta
0x1e56c290 eqhay.exe 2180 2456 0xlec9c400 2013-09-10 22:53:07 UTC+0000  2013-09-10 22:53:21 UTC+0000

13. The infrastructure team also requests that you identify the filename of the “.bin” configuration
file that the Zeus bot downloaded right after the infection. Please provide the file name?

Answer: cf.bin

How to solve: Like question 11 you can use volatility with the plugin Zeusscan2 and run it against the
memory image. Included in the URL O value is the http://88.198.6.20/cf.bin which provides the
config file the zeusbot downloaded from the CNC server.

root@bt: # python vol.py --plugins=contrib/plugins/malware/ -f jsmith9-10.mem --profile=Win7SP0x86 zeusscan2
Volatile Systems Volatility Framework 2.3 beta

okokkokkkokokok Rk ok ko ok Rk ok ok kR ok ok kokok Rk ok skokok kok ok skokok kR ok kok ok

Process : taskhost.exe

Pid : 996

Address 1 1572864

URL @ : http://88.198.6.20/cf.bin

Identifier : JSMITH-PC 74DEB1E3432FA5CA

Mutant key : 763595725

XOR key : 3153831136

Registry : HKEY CURRENT USER\SOFTWARE\Microsoft\Toavk
Value 1 : Cesi

Value 2 : Awmugaleq

Value 3 : Misevoteo

Executable : Biga\eghay.exe

Data file : Lepiyr\ilwie.ovz

14. So you can extract the process for reverse engineering please provide the physical offset
location of the connection between the infected machine and the CnC server?

Answer: 0x1e735cd8

How to solve: Using the netscan plugin in volatility allows you to identify the physical offset of the
connection structure that connected with the CNC server.


http://88.198.6.20/cf.bin

root@ht:

OxleaaBa88 TCPv4
OxleaaB8aB8 TCPv6
0x1ed29580 TCPv4

Ox1e735cd8 uav!

# python vol.py -f jsmith9-10.mem --profile=Win7SP0x86 netscan |grep taskhost
Volatile Systems Volatility Framework 2.3 beta

0.0.0.0:30639 0.0.0.0:0
1::30639 HE ¢
0.0.0.0:30639 0.0.0.0:0

172.16.0.109:49497

88.198.6.20:80

LISTENING
LISTENING
LISTENING
CLOSE WAIT

996
996
996
996

taskhost.exe
taskhost.exe
taskhost.exe
taskhost.exe

15. No other users accessed the development.wse.local WordPress site during the timeline of the
incident and the reports indicate that an account successfully logged in from the external
interface. Please provide the password they used to login to the WordPress page around 6:59

PM EST?

Answer: wM812ugu

How to solve: Just use the tool Network miner v1.5 to process the GrrCON.pcap and browse to the
Credentials tab. Search the login timestamp and find the JSMITH login with the password

wM812ugu.

(<
File  Tools Help

— Select a network adapter in the list —

Hosts (45) | Frames (61xx) | Files (117) | Images (46) | Messages

NetworkMiner 1.5

Credentials (16} | Sessions (76) | DNS (41) | Parameters (1285) | Keywords | Cleartext | Anomalies
Show Cookies Show NTLM challengevesponse [ | Mask Passwords

Case Panel

v B 4 Stop

Client Server

172.16.0.109 (Windows) 204.79.
172.16.0.1 (Windows) 172,16,
172.16.0.1 (Windows) 17216,
172.16.0.1 (Windows) 17216
172.16.0.109 (Windows) 17216
172.16.0.109 (Windows) 172.1€.
172.16.0.109 (Windows) 172.16.
172.16.0.109 (Windows) 172.16.
172.16.0.109 (Windows) 172.16.
172.16.0.1 (Windows) 17216
172.16.0.1 (Windows) 17216
172.16.0.1 (Windows) 17216,
172.16.0.1 (Windows) 172,16,
172.16.0.1 (Windows) 172,16,
172.16.0.1 (Windows) 17216,
172.16.0.1 (Windows) 17216

Frotocol

HTTPC.

Usemame
SRCHD...
roat
pMNigk...
phphiyA.
Jsmith
Jsmith
wordpre...
Jsmith...
wp-post...
Jsmith
Jsmith
wordpre...
Jsmith ...
wordpre...
Jsmith)...
wordpre

Password

NAA

66HXBIG

sDUUZkSU2FZTw%3D

NAA

wMB12ugu
d1a75ce7d9745ad470720F0bd68eal2d
NAA
d1a75ce7d9745ad470720F0bd68ea02d d 1a75ce7d9745ad4T0720F lbd68ealZd
NAA

wMB12ugu
dla7hce7d9745ad470720flbd68eal2d
NAA

wM812ugu

NAA

1gBeJ2Az

NAA

Valid login
Unknown
Unknown
Unknown
Unknown
Unknawn
Unknown
Unknown
Unknown
Unknown
Unknown
Unlenown
Unknown
Unknown
Unknown
Unknown
Unknown

Login timestamp

9/10/2013 6:52:37 PM
9/10/2013 6:55:08 PM
9/10/2013 6:55:08 PM
9/10/2013 6:55:08 PM
5/10/2013 6:56:29 PM
5/10/2013 6:56:29 PM
9/10/2013 6:56:29 PM
9/10/2013 6:56:35 PM
9/10/2013 6:56:35 PM
9/10/2013 6:59:58 PM
9/10/2013 6:59:58 PM
9/10/2013 6:59:58 PM
9/10/2013 7.03:50 PM
9/10/2013 7.03:50 PM
9/10/2013 7.04:04 PM
9/10/2013 7.04:04 PM

Filename
GrCON

MD5
4¥eDE6...

Live Sniffing Buffer Usage:

Reload Case Files

16. After reporting that the WordPress page was indeed accessed from an external connection, your
boss comes to you in a rage over the potential loss of confidential top secret documents. He
calms down enough to admit that the designs page has a separate access code outside to ensure
the security of their information. Before storming off he provided the password to the designs
page “1gBel2Az” and told you to find a time stamp of the access time or you will be fired. Please
provide the time of the accessed Designs page? (Example 1:11:11AM)

Answer: 7:04:04PM

How to solve: Just use the tool Network miner v1.5 to process GrrCON.pcap and browse to the
Credentials tab. Search the password logins for the 1qBelJ2Az password and the answer is right next
with the login timestamp at 7:04:04PM. Refer to the screenshot in question 15 for reference.

17. What is the XOR cipher key for the Zeus bot?



Answer: 3153831136

How to solve: Using volatility you can import the plugin Zeusscan2 (Like question’s 11 and 13) and

run it against the memory image. The XOR key is one of the provided fields in the output of this

plugin.

root@bt: # python vol.py --plugins=contrib/plugins/malware/ -f jsmith9-10.mem --profile=Win7SP0x86 zeusscan2
Volatile Systems Volatility Framework 2.3 beta

S A KRR KR KR K KKK KKK K KKK K KR KKK

Process : taskhost.exe

Pid : 996

Address : 1572864

URL 0 : http://88.198.6.20/cf.bin
Identifier : JSMITH-PC_74DEB1E3432FASCA
Mutant key : 763595725

XOR key : 3153831136

Registry : HKEY_CURRENT_USER\SOFTWARE\Microsoft\Toavk
Value 1 : Cesi

Value 2 : Awmugaleq

Value 3 : Misevoteo

Executable : Biga\eghay.exe

Data file : Lepiyr\ilwie.ovz

18. What is the full file path of the system shell spawned through the attacker's meterpreter
session?

Answer: /bin/sh

How to solve: Using the provided profile for the Linux server you can scan the memory image with
the plugin linux_psaux which provides a list of the active processes like pslist but with the added
functionality that mimics the ps aux command on a live system. Process 1274 you can see the
command that starts the process 1275 in dir /bin/sh

- -_— fp ey e —— —-—— -

root@bt: # python vol.py -f webserver.vmss --profile=LinuxDFIRwebsvrx64 linux psaux|grep 127
Volatile Systems Volatility Framework 2.3 beta
1270 33 33 /usr/sbin/apache2 -k start
1271 33 33 /usr/sbin/apache2 -k start

1274 33 33 sh -c /bin/sh
1275 33 33 /bin/sh

19. What is the source port number in the shellcode exploit? Dest Port was 31708 IDS Signature GPL
SHELLCODE x86 inc ebx NOOP

Answer: 39709

How to solve: Search through the pcap in wireshark and just after the ping echo and reply you will
find the UDP traffic that starts the shellcode exploit and if you open the that frame 408 in the
picture you will see the source port.



Filter: [l Gl "
M 408 24273419000 17216.0.1 17216.0.108 UDP 342 Source port: 39709 Destination port: 31708 ==

Ia user Datagram Protocol, src Port 39?09 (39709), DsT Port 31708 (31708)

Destination port: 31708 (31708)

i, G

5 43 43 43 43 43 43 . TE8{..4 §.cccocc
343 43 43 43 43 43 CCCCCCCC CCCCCCCC
343 43 43 43 43 43 CCCCCCCC CCCCCCCC
0.1 3 43 43 43 43 43 43 CCCCCCCC CCCCeecc
T 343 43 43 43 43 43 CCCOCCCC CCCCCCCC
- . 3 A3 A3 A3 43 A3 A3 ___rerrrrcr ceseceer
.2132730172.16.0.1 — —
399 24.2132930172.16.0.1 172.16.0.108 ICMP 162 echo (ping) request 1d=0xafl7, seq=295/9985, ttl1=49 (reply in 400)
400 24.2133530172.16.0.108 172.16.0.1 ICMP 162 echo (ping) reply id=0xaf17, s5eq=295/9985, tt1=64 (reguest in 399)
.2133610172. 0.108 0.1 152 echo (ping) reply i
1
1
.16.0.1 .16.0. 192 Echo (ping) request q=296/10241, tt1=45
405 24.2464630172.16.0.1 172.16.0.108 ICMP 192 echo (ping) request 5eq=296/10241, ttl1=45 (reply in 406)
406 24.2464700172.16.0.108 172.16.0.1 ICMP 192 echo (ping) reply id=0xaf18, seq=296,/10241, ttl=64 (reguest in 405)
407 24.2464760172.16.0.108 172.16.0.1 ICMP 192 echo (ping) reply id=0xaf18, seq=296/10241, ttl1=64
408 24.2734190172.16.0.1 172.16.0.108 upbP 342 source port: 39709 Destination port: 31708
409 24.2734400172.16.0.1 172.16.0.108 ubP 342 Source port: 39709 Destination port: 31708

20. What was the Linux kernel version returned from the meterpreter sysinfo command run by the
attacker?

Answer: 2.6.32-38-server #83-Ubuntu

How to solve: In wireshark do a search for the string “sysinfo” and right below that command is the
version outputted.

M Follow TCP Stream - = | E ||
I Stream Content I
................ core_loadlib....)....94606415251250857507022509322064....#....5tdapi_fs .
_file_expand_path......... stdapi_fs_delete_dir......... stdapi_fs_mkdir......... stdapi 'F
M| s_chdir..... ... stdapi_fs_delete......... stdapi_fs_getwd......... stdapi_fs_1s......... L |
tdapi_fs_separator......... stdapi_fs_stat......... stdapi Fs _delete_file......... stdap'l_ 3
il | [fs_search......... stdapi_fs_md5......... stdapi_fs_shal....!'.... stdapi_sys_ com“i g_getui I
d. " .stdapi_sys_ com"lg sysinfo....#....stdapi_sys_| process execute....!.... stdapi_s
ys process close....)....stdapi_sys_| process get_processes, . stdapi sys_process_ge
tp'ld stdap'l sys process kill. . stdapi_net_ socket. tcp shutdow
............................ stdapi sys com"lg getuid....)....931380218727542142651432
I 854"4506 ......... s I
25 T " stdap'l _sys_config_s s‘lr'n‘o .)....86304113632393611456
676222246084......... W01 W .. .Linux Wi FIEETGEY SMP Wed Jan
4 11:26:59 uTC 2012
XB6_64. ... ceevnes ). stdapi_net_config_get_interfaces....)....73340502745
900551872764474345257 . ...t booo...
%....stdapi_net_config_get_routes....)....6151666383444635445389376830077
o stdap'l _SY5_ com"lg sysinfo....)....13919591977395713650851
269965390, ........ WewO1. .. .W....LiNUX WWwOl 2.6.32-38-server #83-Ubuntu SMP wed Jan 4
I 11:26:59 uTC 2012 I
XB6_64. ... fecceccee )....stdapi_sys_process_get_processes....)....94402191622
| | 101362851190994908676....G8... . .......... . I
PR o T ) /Sb'ln/'ll"l'lt ......... Jshin/init....G&
PR o T ) [kthreadd]......... [kthreadd]....ma..
PR o T ) [migration/0].........[migration/0]....
P s o) [ksoftirqd/0]......... [ksoftirgd/0]....
PR o T ) [watchdog/0]..... . [watchdog,/0]. ...
PR o T ) [migration/1].... . [migration/1]....
PR o T ) [ksoftirgd/1]......... [ksoftirgd/1]....
PR o T ) [watchdog/1]..... .. [watchdog/1]. ...
B oo T ) o [migration/2]......... [migration/2]....
17216.0.108:krb524 —172.16.0.1:43614 (17859 bytes) |Z|
[ End |[ savess |[ prnt |© ascn ) EBCDIC © Hex Dump © CArmays @ Raw

I Filter Out This Stream ] [ Close l

21. What is the value of the token passed in frame 38977

Answer:
b7aad621db97d56771d6316a6d0b71e9&pma%5fusername=root&pma%5fpassword=66Hx8;jG

How to solve: Open the provided pcap file in wireshark and browse to the indicated frame and open
it up and you will see the token passed.



Leee e e e |
[Next request in frame: 3898]

B Line-based text data: application/x-www-form-urlencoded
token=b7aad621db97d56771d6316a6d0b71e9&pma%ksTuser name=root&pmakstpassword=66Hx8]jG

0050 78 2e 70 68 70 20 48 54 54 50 2f 31 2e 31 0d 0Da x. php TP/1.1..
0060 48 6f 73 74 3a 20 37 34 2e 32 30 34 2e 34 31 2e Host: 74 .204.41.
0070 37 33 0d 0a 55 73 65 72 2d 41 67 65 6e 74 3a 20 73..user -Agent:

0080 4d &f 7a 69 6¢c 6c 61 2f 34 2e 30 20 28 63 6f 6d Mozilla/ 4.0 (com
0090 70 61 74 69 62 6C 65 3b 20 4d 53 49 45 20 36 2e patible; MSIE 6.
00a0 30 3b 20 57 69 6e 64 6f 77 73 20 4e 54 20 35 2e 0; windo ws NT 5.
00b0 31 29 0d 0a 43 6f G6e 74 65 6e 74 2d 54 79 70 65 1)..Cont ent-Type
000 ic ation/x-
00d0 -urlenco
00e0 -Len
0ofo
0100
0110
0120
0130
0140

22. What was the frame length size (in bytes) of the server Diffie-Hellman key exchange reply?
Example 300

Answer: 218

How to solve: Open the pcap with wireshark and do a string search to find the Diffie-Hellman key
exchange reply and the frame length is provided.

ange Repi§

218 erver
218 [TCP R iffie-He

6

6.0.108

- -
A £372 327.011740000 172.16.0.108 172.16.0.1 SSHy2 218 Server: Diffie-Hellman Key Exchange Reply [E=REER

[Time since reference or first frame: 227.011740000 seconds]
Frame Number: 4372

Frame Length: 218 bytes K1744 bits) In

Capture Length: 218 bytes (1744 bits) -
4| [ ] b

0000 00 90 7f B0 9e b9 00 50 56 96 39 7c 08 00 45 00
0010 00 cc bl 48 40 00 40 06 30 56 ac 10 00 6c ac 10
0020 00 01 00 16 81 43 Oc 57 46 93 b3 T2 db a4 80 18
0030 01 05 of 02 00 00 01 01 OB Oa 00 00 f2 1b Q5 78
0040 4e 5f 00 00 00 94 08 1f 00 00 0O 81 00 de 489 fc

ANEA 0N _£0 00 Ar- 37 0Od O £E£3 nf AI Fn £ nE TC _Cn

| »

23. What was the command that was used to download a compressed file from the web server?
(Only the name of the command)

Answer: wget

How to solve: In wireshark browse to Frame number 5304 and you will set the “GET /unimportant.tar.gz
HTTP/1.1” if you open that frame and browse to Hyper Text Transfer Protocol > Get GET
/unimportant.tar.gz HTTP/1.1 > User-Agent: Displays the wget command used to download the file.



M 5304 451666114000 172.16.0.1 172.16.0.108 HTTP 196 GET /unimportant.tar.gz HTTP/1.1 ESRRER X
LUFp=r Lm0 Bign s 1 ARy Ry v — N
[Coloring Rule Mame: HTTP]

[coloring Rule string: http || tcp.port == 80]
# Ethernet II, Src: wWatchgua_80:9e:b9 (00:90:7f:80:9e:b9), Dst: Vmware_96:39:7c (00:50:56:!
+ Internet Protocol version 4, src: 172.16.0.1 (172.16.0.1), Dst: 172.16.0.108 (172.16.0.1(
# Transmission Control Protocol, Src Port: 55485 (55485), Dst Port: http (8B0), Seq: 1, Ack
=

=
# [Expert Info (Chat/Sequence): GET /unimportant.tar.gz HTTP/1.1%\rn]
Request Method: GET
Request URI: Junimportant.tar.gz
Request Version: HTTP/1.1
User-aAgent: wget/1.13.4 (Tinux-gnu)irin

Accept: #*/®\r\n

Host: 74.204.41.73%r%n

connection: kKeep-alivelrin

rhn

[Full request URI: http://74.204.41.73 /unimportant.tar.gz
[HTTP request 1/2]

Mext request in frame: 5305 -

m

0d

cept:
.. 74.2 |
04.41.73 ..Connec

s W ae AT urs

24. What is the Content-Length (in bytes) of the file *.tar.gz the attacker created downloaded?

Answer: 38145

How to solve: Use follow the TCP stream on the wget request from the previous question and you will
see the content-length reply in blue right after the get request.



M Follow TCP Stream — — —— — — - | 2| B i)

Stream Content

GET /unimportant.tar.gz HTTP/1.1
User-agent: wget,/1.13.4 (Tinux-gnu) F
Accept: */*

Host: 74.204.41.73
connection: Keep-Alive

»

m

HTTP/1.1 200 OK

Date: Tue, 10 Sep 2013 22:5B8:39 GMT
| | |Server: Apache/2.2.14 (Ubuntu)

Last-Modified: Tue, 10 sep 2013 22:57:27 GMT

I ETag: "c3857-9501-4e60f6dbfefoc” I

I Keep-Alive: timeout=15, max=100 I
I connection: Keep-Alive I
Content-Type: application/x-gzip
...... /R wWTsQ./.....@. .B.....%.".;3......{ BSDz.QC/ R1 [ Qevuvn..B c%
docnoc m...i.58...... Ry QNE..... g ¥99...F...... Q..n...p%...3. /...
+2.n.n. w . BX. SG WL W0 KeGouuun BT D L | O (I R [
L.u pvv& (r\Jt ..
EIdQ v.Uu.9.r. ..v.; ..... E.... ....rfi.so.n{....93. ... [..n.
I /vzsq -b. }....'I...y..Sw.#, ..... |
.Md, nrbM Ve v =..b.H)C.Vv'\.,r..Ng....2%.7Z5..#..... jl.n<..q.bs/.&8.W.
I +..6A.&...n$% ..... s T A~FA. .. .. oW..Z.... 1{. —.wtW}.. .M. W.w. . K. .,..7% I
D..i%=..1....cC. LRRLB...). ... VH..... KEK*,  {..... Qzz.>; - 00QX..Q.—..... H
$ZOR. ", h#...1..N.K5wO0. pb oI UcMonclBbmooc 7. xdfy</
,2.12B..%...,.00.&/. . c.& ..... 8_"0...cw....>Afc..LIEK..m....V.9.F. T~..a|
7 0.D..... Jau / o .g.i . Jeeinnnnn ,G#{. . .yE87. BAV. . T e q.
[-#u........ #*0...I..,m. &k E L I T {..®4o.x[..m...... Ao 'Co.. .. T.0.....
Jecooc e officccco: . N KON. "...... codlllcccccccecns Hp. #ptx A .p..pLW -
Entire conversation (11234 bytes) El
| Eind || Saveas || Pint | Ascr ) EBCDIC © Hex Dump ©) C Amays @ Raw

Filter Out This Stream ] ’ Close ]

25. What is the Mutant key used in the zeus bot?

Answer: 763595725

How to solve: Using volatility you can import the plugin Zeusscan2 (Like question’s 11, 13 and 17) and
run it against the memory image. The Mutant key is one of the provided fields in the output of this
plugin.

26. What is the Parent Process ID of the two 'sh' sessions?

Answer: 1042

How to solve: Just use the linux_pstree plugin and use grep to filter the results for anything related to
sh.

root@bt:/volatility# python vol.py -f webserver.vmss --profile=LinuxDFIRwebsvrx64 linux pstree|grep sh -B 2
Volatile Systems Volatility Framework 2.3 beta

. .udevd 461 [¢]
.. udevd 462 <]
.sshd 736 <]
..apache2 1040 33
..apache2 1042 33
..sh 1274 33

..sh 1275 33

.[extd4-dio-unwrit] 287 <]
.[kpsmoused] 505 [¢]
.[flush-8:0] 1268 0




27. What domain(s) did the attacker configure zeus bot to spy on?
Answer:*.wse.local

28. What is the last two digits of the Mac Address of interface ethO on the webserver?
Answer: 68

How to solve: Use the linux_ifconfig plugin in volatility on the webserver.vmss and the mac address for
ethO0 is displayed in the output.

root@bt: /volatility# python vol.py -f webserver.vmss --profile=LinuxDFIRwebsvrx64 linux ifconfig
Volatile Systems Volatility Framework 2.3 beta

Interface IP Address MAC Address Promiscous Mode

lo 127.0.0.1 00:00:00:00:00:00 False

ethO 0.0.0.0 00:50:56:

ethl 172.16.0.108 00:50:56:96:39:7c False

29. Recover the {C75CCAEA-1A68-11E3-9961-0050569679D6}.dat file from the disk image from a
deleted value inside Internet Explorer and provide the file size in KB

Answer: 22

How to solve: Use FTK Imager to open the provided .EO1 file and browse to
C:\Users\jsmith\AppData\Local\Microsoft\Internet Explorer\Recovery\Active\ and the file size is
provided in the File list.

] x
File View Mode Help
aa%ca dkEa mE OB [T
Evidence T) < | G
A Name | Size | Type | Date Madified |
L8130 4 NTFS Index All...  9/10/2013 11:07:53 PM
¥ {A3AB35CF-1A6B-11E3-9961-0050569673D6} dat 4 Regular File 9/10/2013 10:35:24 PM
{C75CCAEA-1A68-11E3-9961-0050569679D6}.dat 22 Regular File '9/10/2013 11:05:08 PM
523 Recovery _|{CT3CCAEA-1AB2-11E3-9961-0050569679D6).dat.FileSlack 3 File Slack
£ Adive ¥ {CT3CCAEB-1AG8-11E3-9961-0030369679D6]. dat 5 Regular File 9/10/2013 10:31:32 PM
3 Last Active
{3 Media Player
-1 Windows v
Custom Content Sources b3 |
Evidence:File System |Path|File | options |
New| Edit | Remeove| Remove all| Create Image
P '::e':—::|—e alue Interpreter Custom Content Sources
Iismith—d\sk—‘}lo.Eol,‘Parﬁuon 2 [32666MB]/NONAME [MTFS]/[root]/Users/jsmith/ AppData/Local/Microsoft/ Internet Explorer/Recovery/ Active/{C75CCAEA-1A68-11E3-9961-0050569679D6}.dat NUM a

30. What is the latency_record_count for PID 1274
Answer: 0

How to solve: Using volatility you must first obtain the offset of the process 1274 linux_pslist then using
this offset you use the volshell plugin to run dt (“task_struct”, Oxffff880006dd8000) which will then
provide the latency_record_count for the process 1274.



root@bt: # python vol.py -f webserver.vmss --profile=LinuxDFIRwebsvrx64 linux pslist |grep 1274
Volatile Systems Volatility Framework 2.3 beta
Oxffff880006dd8OGO sh 1274 33 33 0x0000000006d94000 2013-09-10 22:55:40 UTC+0000
root@bt: # python vol.py -f webserver.vmss --profile=LinuxDFIRwebsvrx64 linux_volshell
Volatile Systems Volatility Framework 2.3_beta
Current context: process init, pid=1 DTB=0x176bat00o
Welcome to volshell! Current memory image is:
file:///volatility/webserver.vmss
To get help, type 'hh()"'
o oL task struct" oxffffgseoe6dieee) |
[task_struct task_struct] @ 0xFFFF880006DD80OO
1

0x0 : state

oxlo | usage 16446612132420398032

0x14 : flags ] . . 4202496

0x790 : delays 0

Ox798 : dirties 18446612132429399960
0x7b0 : latency record count 0

0x7b8 : latency record -

0x16b8: timer slack ns 50000

31. What the download file name the user launched the eghay.exe Zeus bot?
Answer: bt.exe
How to solve: Use the iehistory plugin on the windows 7 memory image and grep the ip address of the
server the bot communicated with.

root@bt: # python vol.py -T jsmith9-10.mem --profile=Win75P0x86 iehistory |grep 88.198.6.20 -A 2
Volatile Systems Volatility Framework 2.3 beta

Location: http://88.198.6.20/bt.exe

Last modified: 2013-09-06 01:57:51 UTC+0000

Last accessed: 2013-09-10 22:52:37 UTC+0000

32. For the PID 1274 list the first mapped file path

Answer: /bin/dash

How to solve: Use the linux_proc_maps plugin in volatility on the linux memory image on process 1274
and it will show the mapped file paths to that process.

root@bt: # python vol.py -T webserver.vmss --profile=LinuxDFIRwebsvrx64 linux proc maps -p 1274

Volatile Systems Volatility Framework 2.3 beta

Pid Start End Flags Pgoff Major Minor Inode File Path
1274 0x0000000000400000 OxP000000000418000 r-x ox0 8 1 651536 /bin/dash
1274 0x00000000006176000 Ox0000000000618000 r-- 0x17000 8 1 651536 /bin/dash
1274 0x0000000000618000 Ox00000AE000619000 rw- 0x18600 8 1 651536 /bin/dash

33. What is the registry key name that the running malware wrote in the software\microsoft
Answer: Toavk

How to solve: If you look at the registry key created by the zeusbot that the zeusscan2 plugin outputs

you will see the registry values created.

root@bt: # python vol.py -T jsmith9-10.mem --profile=Win7SP0x86 printkey -K "Software\Microsoft\Toavk"
Volatile Systems Volatility Framework 2.3 beta

Legend: (S) = Stable (V) = Volatile

Registry: \??\C:\Users\jsmith\ntuser.dat
Key name: Toavk (S)
Last updated: 2013-09-10 22:53:21 UTC+0008



34. What time was registry key name above last updated?Example 2013-09-01 01:01:01 UTC+0000
Answer: 2013-09-10 22:53:21 UTC+0000

How to solve: Following question 33 you must use the print key plugin on the path
“Software\Microsoft\Toavk” that was created by the zeusbot to display the last updated timestamp.

root@bt: # python vol.py -f jsmith9-10.mem --profile=Win75P0x86 printkey -K "Software\Microsoft\Toavk"
Volatile Systems Volatility Framework 2.3 beta
Legend: (S) = Stable (V) = Volatile

Registry: \??\C:\Users\jsmith\ntuser.dat
Key name: Toavk (S)
Last updated: 2013-89-18 22:53:21 UTC+0800
35. What is the md5hash of the receive.1105.3 file out of the per-process packet queue? flag format

in lower case numbers
Answer: 184c8748cfcfe8c0e24d7d80cac6e9bd

How to solve: Use the linux_pkt_queues plugin in volatility on the webserver.vmss image and dump
them out to a dir. After that run md5 on file “receive.1105.3” to obtain the md5 hash value.

root@bt: # python vol.py -T webserver.vmss --profile=LinuxDFIRwebswvrx64 linux_ pkt_gueues -D /volatility
Volatile Systems Volatility Framework 2.3_beta

Wrote 32 bytes to receive.930.10

Wrote 32 bytes to receive.1105.3

root@bt: # md5deep -7 receive.1105.3

32 184:8748cfcfe§c0924d7d80cac6e9bd 184c8748cfcfeBcOe24d7dBOcacbe9bd /volatility/receive.1105.3

36. What is the disk Signature at physical offset 0x87cb?
Answer: 14-e8-33-fa
How to solve: Use the mbrparser plugin in volatility on the webserver.vmss image and grep for the

requested offset 0x87cb and the Disk Signature is listed right below the potential offset.

root@bt: # python vol.py -T webserver.vmss --profile=LinuxDFIRwebsvrx64 mbrparser |grep Ox87cb -A 1
Volatile Systems Volatility Framework 2.3 _beta

Potential MBR at physical offset: 0x87ch

Disk Signature: 14-e8-33-fa



